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Communicating to stakeholders 

Better present your risk analysis 

• Show alternatives to decision-makers 

• Ineffective registers and periodic reports  

• Limited graphical representations 

• Actionable graphs denotes good analysis 

• Efficient use of the assessment time  

• Visual comparison of alternatives 

• Facilitate discussions to assess actions 
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Workshop case > Quantitative model 
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Ln (Max) + Ln (Min) 

Standard Error 
P(A), μ =                                      , σ =   

Ln 

Single 

Loss CHF 
= 

Ln (Max) - Ln (Min) 

=LOGNORM.INV(RAND(),(LN(Max)+LN(Min))/

2,(LN( Max)-LN(Min))/Standard Error)) 
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Demo > Identification  

Illustrative examples for the workshop 
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Demo > Assessment model 

250 CHF per hr. lost per user 

150 CHF per recovered record 
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Demo > Native Monte Carlo Simulations  

Simulated loss per interaction 
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Demo > Annual reserves for a % of coverage 
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Demo > Decision-making 
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Loss exceedance curve  

• Probability of exceeding an expected loss, usually 
per year 

• X-axis > accumulative annualized loss exposure for 
a given scenario  

• Y-axis > 0 to 100% probability of a loss being 
greater than the intersection with the x-axis 

• Interpretation “If risk occurs, there is a 1-99% 
probability that losses will exceed CHF X. Are you 
comfortable with a loss greater than CHF X?” 

• Determine appetite  or breakeven 

• Set reserves 

• Calculate savings in treating risks  

 

Workshop case >  Expected annual losses due to  defects on 
the incidence response plan before and after a general 
business continuity plan 

40% probability of a higher than 

17,700 CHF loss exposure a year 
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Histogram 

• Density of expected losses across intervals 

• X-axis > ranges of outputs  

• Y-axis > probability of outputs within the intervals 
with the x-axis 

• Interpretation “There are 1-99% changes to exceed 
the target budget of X CHF” 

• Present the output of simulations 

• Compare against a budget 

• Identify the type of distribution 

• Identify the best treatment alternative 
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Workshop case >  Outdated and incomplete incidence 
response plan for the mainframe 
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Histogram and loss exceedance curve 

• The probability of losses can be accumulated 

• Histograms better display distributions 

• Distribution types such as lognormal or PERT are 
hard to be visualized in exceedance curves 

• Accumulated curves  better display abnormalities 

• The width of the bars can hide abnormalities in 
histograms 

 

 

 

Most likely 21,552 CHF 

Highest gradient 
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Regression graph 

• Predict one dependent factor based on its relationship 
with one or more other independent factors (scatter 
plot) 

• X-axis > outcome as events, losses or incidents  

• Y-axis > factor(s) or time 

• Interpretation “The relationship between factors to 
incidents is strong since the points hug” 

• Confirm a suspected factor 

• Predict trends in outcomes 

• Link treatment investments to risk savings 

 

Workshop case >  Outdated and incomplete incidence 
response plan for the mainframe 
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Regression graph 

• The diminishing number of pirates caused global warning risks 
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Tornado chart 

• Compare the relative sensitivity to risk factors 

• X-axis > deviation from the objective in money or time 

• Y-axis > descendent list of factors indicating variables 
and uncertainties 

• Interpretation “The main factors contributing to the 
variability of the objective are…” 

• Define what factors has the highest impact objectives 

• Focus actions to key factors 

• Define key factors to monitor 

 

Workshop case >  Deviation from a 20,000 CHF annual budget 
for the assessed risks 



#RAW2022| 19 

Spider chart 

• Compare the relative sensitivity to risk factors 

• X-axis > deviation from the objective in money or time 

• Y-axis > descendent list of factors indicating variables 
and uncertainties 

• Interpretation “Any change in the factor A affects the 
most the target objective”  

• Asses the impact of risk on a target return of a project 

• Calculate the effect on a project of changing one of its 
risk factors 

Workshop case >  Sensitivity to cyber risks 
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Tested  updated protocols 

Completed patch updates 
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Radar chart 

• Compare risk exposures in connection to particular 
objectives 

• Radial axis > objectives 

• Circular axis > cumulative risk exposure  to an 
objective 

• Interpretation “Option A compromise more the 
objective 1 than option B” 

• Assess alternatives over/under a tolerance per 
objective 

 

 

Workshop case >  Expected reduction of expected losses by 
cyber security objective 
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Risk and reward 

• Relationship between the probability and level of 
returns against probability and level of losses 

• X-axis > risk exposure of an alternative as a range of 
possible returns of an asset or option 

• Y-axis > reward (return) of an asset or option 

• Interpretation “The return of this investment is/isn´t 
paying off the retained risk” 

• Select investments opportunities within a tolerance 

• Decide best ways to expand a business 

• Avoid selecting high risk-taking projects 

• Calculate the correct price to buy or sell 

 

Workshop case >  Select the best treatment plan comparing 
expected risk reduction versus costs 



#RAW2022| 22 UNDERSTAND TECHNICAL RISK REPORTS 



#RAW2022| 23 

Prof. Hernan Huwyler, MBA CPA 

 

 

LinkedIn: 
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Twitter: 

https://twitter.com/hewyler 

 

Zürich, Zug, Genève, Madrid, Copenhagen 
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