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Communicating to stakeholders
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Better present your risk analysis

e Show alternatives to decision-makers

* |neffective registers and periodic reports
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* Limited graphical representations

* Actionable graphs denotes good analysis
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* Efficient use of the assessment time
* Visual comparison of alternatives

.

 Facilitate discussions to assess actions

{04, | gt e '; » .'L ﬁ.‘ :
: ’;{?\, '
o ’ .
¢ W

‘i‘i«,}' RISK WEEK:
(’ ! Join The Global Initiative To Promote Risk Based Decision Making # RAWZ 02 2 | 2



ALL THESE RISK REPORTS




Workshop case > Quantitative model

[ .
g Single Ln (Max) + Ln (Min) Ln (Max) - Ln (Min)
o = P(A), — , —
v Loss CHF [ (A) 1 2 ° Standard Error
Z n
=LOGNORM.INV(RAND(),(LN(Max)+LN(Min))/
2,(LN( Max)-LN(Min))/Standard Error))
Il § |. Confidence Interval Standard Error
e M e N 80% 2.56
E 90% 3.29
©
Confidence Interval > 95% 3.92
.k
h 99% 5.15
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Demo > Identification

Update Domain Objective Manager Risk factor Threat vector Main asset

at risk

1 Oct/22  IT and cyber NAFTA  Maintain Chief information Qutdated and incomplete incidence  Negligence - Lack of Mainframe External - Cyber  No
security mainframe security officer response plan procedures and criminals
availability 9g.5% monitoring
2 Octf22 IT and cyber NAFTA  Maintain Chief information Unmanaged incompatibilities between Accidental - Software Mainframe Internal - No
security mainframe security officer mainframe software and hardware failure Employees
availability and during patching

integrity at gg.g%

lllustrative examples for the workshop
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Demo > Assessment model

Consequence Min Loss Max Loss Confidence Main control Secondary control Efficiency Min Max  Confidence
Annual Annual

Prob Prob

Productivity losses 25,000 CHF 200,000 CHF gg% 1 IT Continuity plans  # Control name ol 21% 43%0 g5lf
Best scenario: 1 hour, 100 affected

Users

Worst scenario: 4 hours, 200 affected

Users

Productivity and data losses 100,000 CHF 250,000 CHF gclh # Control name = Control name o 7% 15%4 g0l
Best scenario: 1 hour, 100 affected

users, oo order datasets lost

Worst scenario: 2 hours, 200 affected

users, 1goo order datasets lost

250 CHF per hr. lost per user

150 CHF per recovered record
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Demo > Native Monte Carlo Simulations

Simulated loss per interaction
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Demo > Annual reserves for a % of coverage

12,067 CHF 14,859 CHF 17,002 _HF 19,108 CHF 21,208 CHF 23,807 CHF 26,936 CHF 31,246 CHF 37,597 CHF
10,656 CHF 12,340 CHF 13,646 CHF 14,972 CHF 16,268 CHF 17,718 CHF 19,361 CHF 21,312 CHF 24,426 CHF
+ RISK WEEK:
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Demo > Decision-making

Reportable Strategy Mitigation plan decision Due dates | ast update

to
Committee

1. Update incident protocol for Dic 31 2022

mainframe

1 Hire specialized technical consultant to Dic 31 2022
identify and fix incompatibilities
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Loss exceedance curve

Probability of exceeding an expected loss, usually
per year

X-axis > accumulative annualized loss exposure for
a given scenario

Y-axis > 0 to 100% probability of a loss being
greater than the intersection with the x-axis

Interpretation “If risk occurs, there is a 1-99%
probability that losses will exceed CHF X. Are you
comfortable with a loss greater than CHF X?”

Determine appetite or breakeven
Set reserves

Calculate savings in treating risks

Join The Global Initiative To Promote Ris
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Workshop case > Expected annual losses due to defects on
the incidence response plan before and after a general
business continuity plan

100% \
80% \\
60%

40% -+

40% probability of a higher than

17,700 CHF loss exposure a year

20% §K

0 CHF 50,000 CHF 100,000 CHF 150,000 CHF 200,000 CHF 250,000 CHF

Current —— Without control
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Histogram

2 4500
3 w0
. , 3
* Density of expected losses across intervals 5
(o
* X-axis > ranges of outputs 250
2000
* Y-axis > probability of outputs within the intervals 150

with the x-axis

Interpretation “There are 1-99% changes to exceed -

Workshop case > Outdated and incomplete incidence
response plan for the mainframe

7

the target budget of X CHF”

IIII_
2 3 4 3 ]
|

Present the output of simulations
Compare against a budget

ldentify the type of distribution

ldentify the best treatment alternative
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Bin ALE Acum Frequency
4,692 CHF 0 0

1 16,091 CHF 2,626 2626
2 27,490 CHF 7,112 4486
3 38,890 CHF g,110 1998
4 o, 289 CHF g,738 628
5 61,688 CHF g,922 184
6 73,087 CHF 9,576 54
7 84,406 CHF 9,992 16
8 gc, 806 CHF 9,995 3
9 107,285 CHF 9,997 2
10 118,684 CHF 9,999 1
130,083 CHF 10,000 0
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Histogram and loss exceedance curve

100%

80%

 The probability of losses can be accumulated 60%
* Histograms better display distributions 0% Most likely 21,552 CHF
20% Highest gradient

* Distribution types such as lognormal or PERT are
hard to be VisualiZEd in exceedance Curves U%DCHF 20,000 [CHF 40,00|0CHF 60,000 CHF 80,00|0CHF 100,060CHF 120,000 CHF

 Accumulated curves better display abnormalities

* The width of the bars can hide abnormalities in 4500

4000

histograms 3500
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RegrESSion gra ph Workshop case > Outdated and incomplete incidence

response plan for the mainframe

N - 4.50
1 4.00
* Predict one dependent factor based on its relationship . 3.50
. . T 3.00
with one or more other independent factors (scatter I )50
pIOt) I 200 + Unavailability hrs
1 1.50
e X-axis > outcome as events, losses or incidents V<l 1.00
1 0.50
* Y-axis > factor(s) or time e 000
0 100 200 300 400
* |nterpretation “The relationship between factors to 250
incidents is strong since the points hug” o A -
* Confirm a suspected factor / 150
* Predict trends in outcomes lh 100+ Affected wers
* Link treatment investments to risk savings 50
0 100 200 200 400

Days since last update

Join The Global Initiative To Promote Ris
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Regression graph

 The diminishing number of pirates caused global warning risks
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Tornado chart

 Compare the relative sensitivity to risk factors
e X-axis > deviation from the objective in money or time

e Y-axis > descendent list of factors indicating variables
and uncertainties

* Interpretation “The main factors contributing to the
variability of the objective are...”

* Define what factors has the highest impact objectives

* Focus actions to key factors

* Define key factors to monitor
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Workshop case > Deviation from a 20,000 CHF annual budget
for the assessed risks

-12,000 CHF -8,000 CHF -4,000 CHF - CHF 4,000 CHF 8,000 CHF

Risk Budget annual Lowest 20% Highest 20% Dev Low Dev Max
Incompatible patch 20,000 CHF 14,841 CHF 30,868 CHF - 10,868 CHF 5,159 CHF
Unplanned response 20,000 CHF 13,510 CHF 25,676 CHF - 676 CHF 6,490 CHF
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Spide Y Cha rt Workshop case > Sensitivity to cyber risks

N
5
* Compare the relative sensitivity to risk factors - \m
* X-axis > deviation from the objective in money or time -2 | \ |
. . e . o o am— 2w Ok % ax

* Y-axis > descendent list of factors indicating variables 2 2% 10

and uncertainties § = \
* |Interpretation “Any change in the factor A affects the o

most the target objective”

% Change in risk factors

* Asses the impact of risk on a target return of a project
* Calculate the effect on a project of changing one of its * Tested updated protocols

risk factors Completed patch updates

Join The Global Initiative To Promote Ris
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Rada r Cha rt Workshop case > Expected reduction of expected losses by
cyber security objective

L .
 Compare risk exposures in connection to particular o000 e
objectives

60,000 CHF

* Radial axis > objectives

40,000 CHF /

* Circular axis > cumulative risk exposure to an
objective

* [nterpretation “Option A compromise more the
objective 1 than option B”

———

Availability Integrity

* Assess alternatives over/under a tolerance per
objective

—#— Current

After treatment

Join The Global Initiative To Promote Ris
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RiSk 3 nd rewa rd Workshop case > Select the best treatment plan comparing

expected risk reduction versus costs

r— 12,000 CHF
11,500 CHF
* Relationship between the probability and level of 11,000 ChF
returns against probability and level of losses 10,500 CHF
 X-axis > risk exposure of an alternative as a range of DomE -
. . 9,500 CHF
possible returns of an asset or option o e
* Y-axis > reward (return) of an asset or option 8,500 CHF .
. e . . . ’ 8,000 CHF
* Interpretation “The return of this investment is/isn’t _CHF  S5000CHF  10000CHF  15000CHF 20,000 CHF
paying off the retained risk”
* Select investments opportunities within a tolerance ¢ ”F"E‘E'fTE incident protocol for
mainirame

* Decide best ways to expand a business M Hire a specialized technical consultant

* Avoid selecting high risk-taking projects

e Calculate the correct price to buy or sell
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UNDERSTAND TECHNICAL RISK nmnrs




Prof. Hernan Huwyler, MBA CPA

LinkedIn:
https://www.linkedin.com/in/hernanwyler/

Twitter:
https://twitter.com/hewyler

Zurich, Zug, Geneve, Madrid, Copenhagen
Risk, Compliance, Assurance, IT, Transformation
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17-21 OCTOBER 2022
RISK C * 40+ RISKMANAGEMENT
AWARENESS : WORKSHOPS
week: §

Global online platform for sharing quantitative risk
management case studies, models and risk management

implementation success stories. Learn from the best
RM2 practitioners.

2022.RISKAWARENESSWEEK.COM




