S

G31000

wo  RAW2022 - 10 practical recommendations for an efficient risk management program
Transcript of the presentation — 17*" October 2022

TRANSCRIPT of the presentation on 17t October 2022
10 practical recommendations for an efficient risk

management programme

Alex Dali, President, G31000 Global Risk Institute

10 practical
recommendations for an RISK
efficient risk management AWARENESS

programme week: § C

H#RISKAWARENESSWEEK2022

SLIDE 1 (00:30)

Welcome again to the Risk Awareness Week. Today, | will present to you ten practical recommendations
for an efficient risk management programme. These have been basically our takeaways that our clients,
customers, coming to the 1ISO 31000 certification session, have been sharing with us, telling us, “Oh, that's
interesting! | will use it in my company.”

Let me share this with you.
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Alex Dali, Chem. Eng., MBA, ARM, CTA31000 'G31000

* EDUCATION - Chemical Civil Engineer, MBA, Post-graduate in Risk and Insurance Management, Associated in Risk
Management (ARM), European Fellow for Applied Risk Management (EFARM)

* 30 years experience in risk-related activities and projects

* EXPERTISE - Expert in SEVESO Directive, High-risk sectors, loss prevention programmes for corporates, for
insurance or reinsurance, official expert for international organisations (European Commission -ECHO/DIPECHO
programmes, United Nations, World Bank)

* STANDARDS - Project leader of the first Risk Management standard in Singapore based on the Australian AS/NZS
4360 standard — Former member of the French delegation at the international Technical Committee ISO/TC 262 in
charge of I1SO 31000 standard — Member of the UNECE expert group. Expert on NFPA/FM Data sheet, ARM and
main author for ISO 31000 risk management certifications, worldwide.

* G31000. Founder and President of the Global Institute for Risk Management Standards —G31000 (see
https://G31000.0rg/) with currently 103,000+ memhbers — Owner of the popular LinkedIn group on 1SO 31000 with
87,000+ members. G31000 activities : Training, certification, gap analysis, audit, conferences, white papers, etc.

* CERTIFICATION. Contributor to ISO 31000 training programmes and certification in 7 languages, leading a netwark
of 120 approved/certified trainers & consultants, worldwide.
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SLIDE 2 (00:57)

First, a few words about me: | have a strong education in Chemical Engineering and Risk Management.
Thirty years’ experience in risk-related projects and activities. And expertise in industry risk, SEVESO
Directive, working with European Commission, UN or World Bank. Standards has been always very
important for me because that is a very strong basis on which you can basically do things and recommend
things. And obviously, the ISO 31000 standard, which is based on the Australian standard, basically, have
always been attracting my interest. And today, basically, I'm driving the international non-for-profit
organization, Global Institute for Risk Management Standards, which proposes, among other things,
basically our ISO 31000 certification program in seven languages.
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SLIDE 3 (01:52)

Let me show you our current activities: Survey, Courses, Conference, Linkedln Group (which is quite
popular with 88,000+ people), Certification and Link with ISO TC 262, the committee in charge of 1SO
31000. The new 2018 version will extend our service for implementation, assessing a program based on
our G31000 Risk Maturity Model.
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Standards

POPULAR STANDARDS

ISO 31000 RISK MANAGEMENT

v One of the top I1SO standards
v’ 76 countries has adopted ISO 31000 as their national risk management standard

v’ Translated in 23 languages

v Risk & Risk Management is a “mandatory” requirement by Annex SL for all ISO
Management System Standards

v" Managed by ISO/TC 262 committee — 59 participating countries
v First published in 2009 and revised in 2018
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SLIDE 4 (02:25)

ISO 31000 in a few words. If you ask me what is the best things that happened in the last twenty years in
risk management, | will tell you that finally, there is an international standard that can apply to all sectors,
all industries, and more importantly, for all type of risks -- and that's ISO 31000. It is definitely the strong
basis for risk management in today’s world.
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10 practical recommendations for an efficient risk management programme 1G31000

1 Link risk with objectives 6 Level of risk or cost of risk ?

2  Conflicting objectives 7 Present treatment as an investment

3  Multiple consequences g Controls affect performance

4  1urn threats into opportunities 9 Controls create new risks and

PP modify existing risk

S Everyoneis arisk owner 10 Get adequate training

t%“'- anmnu!ﬁ.!! Copyright © 2010-2022 Global Risk Institute G31000. All rights reserved.

SLIDE 5 (02:48)

Here are my ten recommendations for an efficient risk management program. First, link risk with
objectives. And of course, objectives can be in conflict. We will look into it. Can | have multiple
consequences? And also important is to turn threat into opportunities. You don't run risk management
programs on negative -- on scaring people. Risk owners will be another concept we will deal with. Level
of risks, of course. And how to present risk treatment. Request a budget for treatment. And then we will
basically finish with talking about controls, which are usually quite important for people to modify or to
reduce the level of risk. And talk about, of course, adequate training.
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Link risk with objectives G31000

11 Risk. Effect of uncertainty on
‘Objectives>

This document is for use by people who create and protect value in organizations by managing risks,
making decisions, setting and achieving objectives and improving performance.

Organizations of all types and sizes face external and internal factors and influences that make it
uncertain whether they will achieve their objectives.

Managing risk is iterative and assists organizations in setting strategy, achieving objectives and making
informed decisions.

#RAW2022| 6
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SLIDE 6 (03:40)

First, link risk with objectives. You can see the definition, “effect of uncertainty on objectives”. It is there.
Very important. That means you cannot talk about risk if you have not defined the objective. This is

important because in all the texts along, we keep talking extensively about risk and objective in 1SO 31000
standard.
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a compliance & control risk management standard G31000

compliance

~ Controls

regulations

techniques - N
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Now, what is not risk management? And still, many companies are getting confused. Risk is not about
compliance, control, audit, techniques or simply reporting or tick-the-box, you know? What is it then?
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Decision-making

Best allocation of
resources

Philosophy of the ISO 31000 risk
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SLIDE 8 (04:23)

Well, this is the philosophy of ISO 31000. Basically, it makes the strong link between risk and objective.
And who should achieve objectives: decision makers. Basically, now risk management has moved into the
field of decision-making theories. Indeed, when a manager makes a decision, he/she always does it under
uncertainty. And you follow the decision linked on performance. And managers also look at what is the

best allocation of resources to basically achieve my objective. And what are the other things in gray? You

can see it here. There are tools. For example, compliance is basically a tool dealing with particular type of

risk, to be managed the same way as other types of risks.
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SLIDE 9 (05:16)

Now risk is the effect of uncertainty on objectives. We are very clear. We will clearly focus on decision
making as all through this week in the risk awareness week, we will be talking about risk-based decision
making.
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1 Risk Cs)
G31000
3.1. Risk = the effect of uncertainty on objectives
Negative impact and/or Positive impact
® Property damage, ® New and safe
destruction construction
® | oss of revenue, loss of e Profit, return on
money investment
® Health damage, injury, ® Quality of life,
death employment
e Liability ® Opportunities
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SLIDE 10 (05:28)
Again, the effect of uncertainty on objectives. You can see objectives with “s”, therefore multiple

objectives. It means you could have a negative impact on different aspects, but also positive impact, right?
That's important.
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3.1. Risk = the effect of uncertainty on objectives

Note 1 : An effect is a deviation from the expected. It can be
positive, negative or both. An effect can arise as a result of a
response, or failure to respond, to an opportunity or to a threat
related to objectives.

Note 2 : Objectives can have different aspects and categories,
and can be applied at different levels.

Note 3 : Risk is usually expressed in terms of risk sources
(3.4), potential events (3.5), their consequences (3.6) and their
likelihood (3.7).

X
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This is a note from ISO 31000. An effect can be a deviation from the expected. It can be positive and/or
negative.
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Objectives G31000

9 Objectives can have different aspects :
- financial,
* health and safety,
+ environmental,

9 Objectives can apply at different levels
strategic,
- organization-wide,
project,
* product and processus

o the objectives of the organization at different scopes
» Qrganization includes public, private or community enterprise,
association, group or individual
- the objectives of its stakeholders and
+ the objectives of the society as a whole.
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SLIDE 12 (05:57)

Let's move on. Objectives can have different aspects, financial. Can apply at different levels, of course,
and different scopes. Can basically be for a company, an enterprise, a division, a department, a group
working on a project, or a product or individuals. Objectives of stakeholders and objectives of society as
a whole. This basically depends on where, which sector you are in, you know. You have to consider this
type of objective.
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1 Decisions are taken in different timelines 6:15000
Use of Risk
Long term Management
Strategy
Medium-term Plans
Projects
Short-term Operations
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SLIDE 13 (06:27)

Decisions are taken also in different timelines. At top management levels, they deal with strategy, which
usually deals with long term objective. For plans and projects, usually it is medium-term. And operation is
day-to-day activities that means day-to-day, sometimes decisions. Keep in mind the different time
periods.
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Now, of course, objectives need to be SMART - Specific, Measurable, Actionable, Relevant, and Time-
bound. You are probably familiar with this concept of SMART. But keep it in mind because very important,
if you set up an objective, which cannot be achieved, how do you expect people to basically, you know,
be motivated to reach it? Also, if you cannot measure it, how can you see the progress you have made?
Okay. SMART. Objectives should be always SMART. That's a nice keyword, actually.
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=i - | Decisions G31000

Theory of Weaver - e ) ‘ Context

Structure & Governance 4
Context — internal & external e Future
Information — Data
Techniques — Modelling
Cognitive biaises (person)
Contlicting objectives (within the organisation or between individuals)
Contflicting priorities

Culture & values of individuals

Confusing authority

Lack of competences

Unclear goals, targets and objectives

No or lack of resources (time, people, budget/money, equipment)

No or inadequate procedure

No or poor communication

No or poor planning
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management

mistakes

Risk owners
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SLIDE 15 (07:31)

Another aspect is uncertainty. As we discussed, there is an uncertainty about objectives of course,
because that's something about the future. You don't know whether you can achieve it or not. And the
decision is also uncertain. Basically, managers have been using their guts, you know, “What are my two
options? Option A or Option B, what shall | do?” Uncertainty linked to decision is clearly involved. Context
and anything about the future.

Now here | put to you a couple of topics that are also uncertain: the structures, the governance, the data
that you are using as a complete current, up-to-date, relevant, you know. Modeling is quite important.
And you don't know whether this model can be applied or not, therefore, you have to be cautious about
using modeling, right? Cognitive biases, person. Basically, you know, when a person takes a decision, are
you following the group or is it really what you want? Or do you have some kind of hidden personal
objective? In all of these, there is uncertainty and link to all these aspects.
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2 Conflicting objectives G31000

— making the necessary resources available;

— the way in which@onflicting objective®are dealt with;

FRAW2022| 16
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SLIDE 16 (08:45)

Second takeaway: conflicting objectives. Really, do we have conflict in the company?

2 S
> G31000
Do conflicts happen in your b=

company ?

o Conflicts between strategies

o Conflicts between business units, departments
o Conflicts between different objectives

o Conflicts for the allocation of resources

o Conflicts between stakeholders

o Conflicts between individuals

#RAW2022| 17
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Yes, of course! Look, I'm sure you have seen this conflict between strategies, conflict between business
units, between departments such as Production, IT, Human Resources, Internal Audit. Different
objectives. You might have, within the same company, organization or department, different objectives
that you want to achieve. You might have competing objectives in conflict with each other’s. Allocation of
resources. Every manager wants the best allocation of resources for themselves. For basically the product,
the project. The best allocations that you have, the more resources you have, the more likely you can
achieve the objectives. Thus, there is conflict, right? Stakeholder also, | mean, the view and objectives of
stakeholders might be aligned with the company objective or not! What about conflict between
individuals, because you might think everyone in the company is aligned with the objective of the
company. Maybe yes, maybe not. Definitively, they have their own views, their own objectives, such as
joining a company for one year only and then they know that they will leave the organization.
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SLIDE 18 (10:07)

Let's have a look in detail. Here is another aspect that every CEO, you know, struggles with: quarterly
profit or long-term strategy. Is it better for me to show a great result and boost shareholder value? Or
shall | basically make long-term decisions that might bring result, even after | leave the company? This is
clearly uncertainty and decisions that the top-management needs to take. And of course, there is also a
matrix that the large consulting companies have been advocating in terms of product and market. Here is
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an example of the Boston Consulting Group (BCG), a well-known model looking at the products versus

their market added value.
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SLIDE 19 (10:58)

Another aspect s, as | mentioned to you here earlier, right? Do you need to boost shareholder value? This
has been a mantra in many organizations that said, “The objective of the company is to create value.” To
whom? To the shareholders, because they are the owners. Actually, this is a very challenging concept.
And I'm very pleased because recently, look, August 2019, very big companies and CEO of these
companies have been saying, “Shareholder value is no longer the main objective of their organization.”
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Objectives The four objectives of any organisation 9
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SLIDE 20 (11:41)

What is then the main objective? Well, these are basically four objectives that we consider any
organization or company, profit or not, have, basically. Performance. The next question is then: what is
the best allocation of resources for profit? To maximize profit or service delivery? And these are in conflict
with laws and regulations because the more a law and regulation is basically strict, the more it affects the
performance. In short, there is a balance here to be found, right?

What about CSR, Corporate Social Responsibility. More and more companies basically see value and said,
“Yes, | need to go beyond regulation.” “Yes, the regulation imposes to me to do things. Okay, | will comply,
but | have to go beyond that.” And there are different aspects. Here, | mentioned climate change. But as
this concept is basically developing a lot, we talk here about climate emergency. And reputation is of
course another aspect that you have to follow.

In summary, there are four objectives. Each of them has uncertainty. And | put in green here, basically
leadership and the PDCA cycle, that means you can apply ISO 31000 to each of them. So, you need to plan,
do, check and act, right?
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Conflicts between departments
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SLIDE 21 (13:13)

When we mention conflict between departments, here are some examples. You know, the conflict
between production and sales. Production and maintenance. Maintenance would like to have preventive
maintenance but if the maintenance is too long, then the production goes down. Thus, you have to deal
with this type of conflict. Sales and department and marketing. Marketing enhances a product, even
exaggerates the product. And then the sales, you know, cannot sell it because it has been exaggerated.
Operation and IT, operation and internal audit. Basically, conflicts between departments occur all the

time.
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SLIDE 22 (14:02)

Evenly important are conflicts between different types of objectives. You might have operation, finance,
quality, safety, environmental issues. These are four objectives that come all along when a person needs
to make a decision. What about my constraints in terms of environmental or safety of the people? My
recommendation: don't do anything in operation that might jeopardize the safety of the people doing it.
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SLIDE 23 (14:33)

What about other conflicts for allocation of resources? As you can imagine, between two projects, if
project A has the most resources, the chance to achieve this projet will be higher, right? So, that is why
there are conflicts between allocation of resources. So, it’s the same for products or services or planning.
If you have very good planning and you have good resources to do your plan or your task or action, you
basically have increased your chance to achieve your objectives.
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The more ambitious and costly an objective is set, the greater the
- conflict in the best allocation of limited resources will arise.

|DEAS

Long term versus short term objectives should be addressed for each
= decision, at all levels.

|DEAS

The only option to manage these conflicts are through the management of
the associated risks and uncertainties.
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SLIDE 24 (15:07)

Okay, so here are basically three main ideas. When you have an objective that you set up extremely
ambitious, very high, you know, and probably costly, then the greater will be the conflict in allocating
resources. So, be careful here, right? Another aspect : when decisions are taken, is it short term or long
term? There is always a fine balance to be found for every decision, at all levels. And the third one is, the
only option to manage this conflict is through management of risk. You know, basically said, “Why shall |
do risk management?” Well, if there is one reason is you need to manage this conflict of objectives. So
definitely use risk management.
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Multiple consequences G31000

The organization should identify risks, whether or not their sources are under its control. Consideration
should be given that there may beaniore than one type-of outcome, which may result in a(ﬁmﬁ
tangible or intangible consequences.
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SLIDE 25 (15:56)

Third take away: multiple consequences. So, here is a reference for ISO 31000. It talks about more than
one type of outcome and a variety of consequences.

3 — s 6

What types of .l — G31000
consequences to consider ? ’ ; i
Initiating Outcome 3
= F Is Outcome 4
o Certain or uncertain = Outcomes
o Positive or negative
o Direct or indirect
o Quantitative or qualitative
o Categorisation
o Different ranges of impact

Cascading effect

O

o Different times, places, groups or situations

o Sensitivity to pre-conditions and confidence level

. . RAW2022|
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What are we talking about? Basically, a consequence can be certain or not -- positive or negative. Positive
for one particular objective and negative for another, right? Can be direct or indirect. Quantitative,
qualitative. Categorization is also important. So, we will basically look at all these aspects regarding
consequence. Because when a decision is taken, the manager should be aware of the consequences of
this decision. Not only for you, but also for others, right? So different ranges of impact, cascading effects,
different types, places, groups or situations and sensitivity to pre-conditions. What is the confidence level
you have regarding a particular consequence.

3 Consequence 9
G31000

3.6. Consequence = outcome of an event (3.5) affecting
objectives

NOTE 1
A consequence can be certain or uncertain and can have positive or negative,
direct or indirect, effects on objectives.

NOTE 2
Consequences can be expressed qualitatively and quantitatively

NOTE 3
Initial consequences can escalate through cascading and cumulative effects.

ADDITIONAL NOTE
An event can lead to a range of consequences

S m Wg Copyright ® 2010-2022 Global Risk Institute G31000. All rights reserved.
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SLIDE 27 (17:02)

Here is the definition of consequence: “Outcome of an event affecting objectives.” And remember event,
it's a occurrence or change of circumstances. So, a consequence is the outcome of a change of
circumstances affecting objective. And here are a few notes that you can consider:
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Quantitative, qualitative, this is nothing new, but it's good to have a quick reminder. You know, different
ways to look. And if you can, privilege always quantitative consequences. You know, you, you need to
measure. Remember what we said about SMART objective, measurable was the “M”.
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Range of level of consequence. Consequence can have you know, impact on the strategy, on tactical
operation or execution level. Nothing new here, but it's good to have this kind of category.

Page 27 of 74



S

G31000
masrimisons RAVW2022 - 10 practical recommendations for an efficient risk management program
Transcript of the presentation — 17" October 2022
Ranges of positions 9
(G31000
— Project Management =
] y
New Product Development —
Production bt Production
Planning Storage& T
Product Dis patch
Packaging
| Materials Customer Service D
( Human Resources | Finance ]
'[_mlﬁmogy_,[ Protection Services J
[ New Business Development I Asset Management J
[ Integrated Management System j
Enterprise Management
f?l wﬂgiw Copyright © 2010-2022 Global Risk Institute G31000. All rights reserved. ARAN2022| 30

SLIDE 30 (18:03)

Position. One consequence taken in one department, or one division can have an impact on another
department or other divisions. So, I'm just basically giving you here a quick flow shot and eventually, the
human resource department might be affected by decisions that you take in operation, for example.
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Another aspect is impact Here we talk here about modeling. You can have continuous distribution. And |
really encourage every person dealing with management of risk to have knowledge in statistics,
probabilities, investment. You know, these tools are very useful to have a strong credibility. You know,
whatever you propose something with numbers.

Modelization can be from a sample and then you convert it to a curve like this for modeling. And decision
tree technique is very common, but it gives you a good, quick way basically to make a decision. But here
are just some examples of the range of impact.
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Another way to look at range of impact is, let's take an example of fire, which can be small, medium or
even catastrophic. Okay, never happens, but you still need to consider. Small fire will be managed by forty-
five people in operations. | said: “will be managed.” Yeah, of course. Risk owners are also managing risks.
The department will deal with medium fire mainly because those in the operation might not have the
budget enough to buy risk controls, you know, to handle a medium type of event, like medium fire. Right?
And of course, if there is a major catastrophic event then the top management will basically deal with this.
So, you can see here, remember whenever you consider an event and the impact of an event, well, this
impact can be small, medium or catastrophic.
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Categorization is also an important aspect. | put here a few examples that I've seen: property damage,
impact to people, financial impact, liability, reputation, technical operation strategy, medium, low or high
basically. Different categorizations. Again, you need to find the best categorization, which is useful for
your organization. So, there is nothing recommended as such in 1ISO 31000.
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The cascading effect is also quite important because as you see here, | just took an example of a chemical
process where we produce PVC, plastic bag. And you can see this process to produce this plastic bag is
very dangerous. It can have, all along the process, risk of fire, risk of explosion or even risk of release of
toxic gas. So again, the chemical and petrochemical industry is fully aware of this cascading effect, which
you might not. You know, so always consider what might be the domino effect of a decision or a
consequence that you are considering.
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Another aspect is the sensitivity to pre-conditions and the confidence level you have. If you want to put
just a number, you know, it's not good enough. You have to say, how's this number... how confident you
are regarding this number. And you have a one, two or three sigma confidence range. But you can also do
a sensitivity analysis where you basically test your hypothesis, your assumptions. You can test it and then
you can see how the outcome changes. That’s what we call sensitivity to pre-conditions.
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Number four recommendation. As | told you before, you don't run risk management to be efficient, like,
“You must do this! You have to fill in this form!” You know, “If you don't do this, we will have this major
risk that will impact you ...and you will be blamed.” That's not the way you run risk management. You need
to convince managers to use the management of risks as a tool to help them to achieve their decisions.
So, turn the threat into opportunities. It really depends how you present it. ISO 31000 really encourages
finding relevant gaps to improve opportunities, you know, in clearly positive ways.
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So yeah, and still in many organizations they talk about what | mentioned here, traditional risk
management. So, they look at the negative part only. The possibility of loss and accident focuses, when in
fact you should see the overall value of the organization. You know, you have to look at the organization
as a whole. With a possibility of loss, of course, or no loss, but also possibility of gain for businesses.

Page 35 of 74



S

G31000 . , o
masrimisons RAVW2022 - 10 practical recommendations for an efficient risk management program
Transcript of the presentation — 17*" October 2022
4 Risk Cq)
G31000
3.1. Risk = the effect of uncertainty on objectives
Negative impact and/or Positive impact
® Property damage, ® New and safe
destruction construction
® | oss of revenue, loss of ® Profit, return on
money investment
* Health damage, injury, ® Quality of life,
death employment
® Liability ® Opportunities
,-" y Mﬂm”*“m Copyright © 2010-2022 Global Risk Institute G31000. All rights reserved. ARAN2022| 38

38

SLIDE 38 (23:51)

Definition of risk. Here’s a quick reminder: “the effect of entity on objectives.” And different types of
impacts.
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So, what is the use of risk management at different levels, as we mentioned earlier.
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But the benefit, Let's have a look now at the benefits. How can you convince managers that they should
apply... that risk management will help them to achieve their objectives? Will help them in to have risk-
based decision? Well, it really depends on who you have in front of you. And the arguments that you
might use with the person in operation might not be exactly the same argument you will use for the
person in finance or those who are dealing with health and safety. So here are some buckets, over
management, financial performance, reputation, compliance, reducing losses and governance that | put
basically in main categories.
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And we can see here in detail, for each of them, what are the benefits. Look at the first one. Reliable basis
for decision-making. Have you noticed that in many organizations, managers are afraid to make a
decision? Because he is afraid to be blamed. Or if there is a bad consequence, the internal audit later on
would say, “You see, you took a bad decision.” So no! Managers need to feel confident on which basis you
have taken a decision. And that's what risk management basically can do, being proactive, help to increase

the likelihood of achieving your objective. Many aspects to increase overall management. Again, find the
right argument for different people you have in front of you.
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Better financial performance. Some people in finance will definitely see interest in this. Credit rating
agencies such as Standards & Poor’s has introduced risk evaluation for their credit rating estimation. You
can see now it applies not only to financial companies, but also non-financial companies. So, risk
management is really here, everywhere.
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Reputation, of course, critical assets that need to be managed.
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Respect law and regulations. This is health and safety, environment, reporting mandatory or not.
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Reducing losses, of course. Improve loss prevention, losses, fraud, resilience. Here we talk not only about
business continuity, but also resilience. For major disruption, business continuity. For resilience, it's a
smallinterference that you might face, and the organization needs to be agile. That means to quickly come
back to the level where it was. So that's what we call also incident management.
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Okay, governance is also an aspect that’s very important. Remember, governance, in our definition, is to
provide assurance that the management is basically, that the company is well-managed. So, governance
is to provide assurance to stakeholders that the company is well-managed. And of course, risk
management is part of governance. Internal control. Again, we have to find the right balance between
control and performance. We will talk about this later.
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Number fifth take away: Everyone is a risk manager -- is a risk owner, sorry. Very important. What is the
definition of “risk owner”? Well, ISO 31000 mentioned, “a person or entity with the accountability and
authority to manage a risk.” Who is this? Well, should be someone accountable.
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Now, what does it mean “accountable”? Is it the same as “responsible” or “liable”? No. Here we use the
word “accountable”. That means if a person responsible is the one doing the job, If the job is not done or
not well-done, you will need to blame someone. Well, to basically address someone, right? And that's the
person accountable. And liable, of course, you have legal consequence. So, a risk owner who is basically a
manager, he's basically accountable.
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Now, what does it mean, “accountability”? Well, in the explanation in our course, we said you can be
accountable only if you have the authority, the resources, and the competence. And I'm sure you have
seen in your company people who have the authority and the competence, who do not have the
resources. Or you will have a person that has the resources and the competence, but always his boss is
interfering. That means there is a confusion of authority. To have a person to be considered as a risk
owner, you must have these three elements together: authority, resources, and competence. And that's
very important because, if something happened, and you do not have the competence or the authority,
you will be blamed. And in fact, you should never accept to be a risk owner if you have not these three
elements.
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So here, | am giving you an idea that of course, a risk owner is not the risk manager because a risk manager
is the one providing help to managers to make risk-based decisions. So, he/she is a facilitator, a
coordinator. So now, a risk owner must have, as we said: authority, resources, competence. Look at this
shot. At the bottom, we see the guy in a circle. Basically, he does not have authority, the resource, nor
the competence for one particular risk. So, what happened? It escalates to his boss, who also does not
have the resources, so it went up again, until the person in green, which has the three elements: authority,
resources and competence. Very powerful concept. And once implemented, you know, basically it adds a
lot of value when an efficient risk management program is put in place, right?
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Another takeaway is about the level of risk. Is it the same as the cost of risk? Okay, so let's have a look at
the definition of 1ISO 31000. So, level of risk: “magnitude of a risk or combination of the consequence and
their likelihood.” Okay, so that's the definition.
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Now, what's the definition of consequence? Here’s a quick reminder: “Outcome of an event affecting
objectives.” Remember, it means - outcome of a change of circumstance affecting objectives. What about
likelihood? “Chance of something happening.” But what is this “something”? Why is it, put this word
“something”? Is this a chance of an event happening? Or is this just a chance that this level of impact, this
level of consequence will occur? Well, actually it can be both. So, you have to always specify, are you
talking about the likelihood of the event or the likelihood of the consequence?
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Here's an example to explain the concept. Here, | give the example of fire that makes it easier for everyone
to understand. So again, it can be small, medium and catastrophic. Different levels of consequences. What
is the likelihood? Well, my statistics tell me that | have 10 fires per month. It means within a year, it's
likely... my likelihood of this event to occur, | will have 120 fire that will start, with the average cost of
$12,000. This is what we call the “cost of risk”. Now, If | have a fire, what is the likelihood that it will cost
me $100? Well, then people might say, yeah, most of the time, that's why put 99%. It means if | combined
the two, it's $99. This is what we call the level of risk.

And you can basically apply the same logic, you know, for likelihood. Let's say one time, | had a medium
fire in the last... within a year. | mean, that is what my statistics are telling me. That that’s the cost. And
what is the level of risk of medium fire? $1,000. You can see the numbers are very different, so you have
to be always very clear about what you want. When people need to report, what is the exposure? What
is the level of risk, right? So be sure you don't confuse them with the cost of risk
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So, in summary, the cost of risk is the consequence times the likelihood of the event, which is useful for
budget. And the level of risk is basically useful to estimate the exposure. | focus on this, however, in the
new version of 2018, there is less focus on this concept of level of risk. But still, very much used in many
organizations, that's why | want to make this clear.
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Present treatment as G31000
an investment

6.5.2 Selection of risk treatment options

Selecting the most appropriate risk treatment option(s) involves ,:lg_alancigpthe potential benefits
derived in relation to the achievement of the objectives against costs, effort or disadvantages of
implementation.

- !?"’. m wm! Copyright © 2010-2022 Global Risk Institute G31000. All rights reserved
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Another topic is: Present treatment as an investment. This is also important because when you have to
identify, analyze, evaluate risks, you decide to go for treatment, that means you need to request a budget.
You will need to ask the CFO or the person in charge of finance to allocate money to you. And you need
to present it. Don't say it's because it's for compliance, you know? Or most of the time it's not the case.
So, you need to justify on which base you'll request an investment. And the 1SO 31000 clearly mentions
that this is what you should do. Balancing benefit and cost effort.
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Design of the framework G3100C
Resources [ e ceeromes
[Risk management policy
Mm
lﬁExpenditure on RM = investment } Resources

®Resources include:
* People: skills, experience and competence

+« Time and funds: to execute each
step of the RM process

« Defined processes, methods and tools
« Information and knowledge management systems
« Awareness, education and training programs

| ‘Communication and reposting I

© Capabilities and constraints on existing resources should be taken
into account

FRAW2022| 56
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So, let's have a look in detail. Always present your expenditure in risk management as an investment. How
can you do this? Because investment is allocation of resources, which can be time, people, money. But
you have also constraints, right? Existing resources might be limited, right? So, take this into account. But
still, you have to give a proper argument when you request an expenditure for risk management.
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Cost / benefit analysis G31000

Costs * Cost of the control
* Cost of the treatment plan
* Impact on operations during treatment plan
* Impact on performance
* New risks created
* Modification of existing risks
* Etc.

Benefits | * Reduction of the potential loss
* Intangible positive impact (usually not included)

* Etc.
5 RISK WEEK:
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Cost/benefit analysis. Here are some aspects to consider. Of course, the cost of the controls that you
want. The cost of the treatment plan. You need some type of timeline to basically put in place. It will have
also an impact on operations during the treatment plan, meaning impact on performance. The more
control you put, the more you impact the performance. This is a very clear concept. Many internal auditors
are not clear on this. You know, you cannot put a control and additional control, and another one and
another one, without looking at what is the impact on performance. Also, a control that you want to put
in place might create new risks or modify existing risks. This is the cost. You might call it a secondary risk,
but still, you need to include it in the cost of the new controls that you are considering. And of course, the
benefits, reduction of the potential loss and the positive impact. That is usually not included, and you
should. If you can measure, of course.
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profitability of a projected investment or project. G31000
Method 1 Rate of return = '—'-("""("'l;';::::: Tl"',m valie)] 5 100 Rate should be positive
T c
NPV Z U——rF}r (Il'l I . . h
Method 2 — =1 - on y {nvestments wit
habiniai positive NPV values should
T = total number of time periods be considered
t = time period '
'y = net cash inflow-outflows during a single period ¢
(Cy = baseline cash inflow-outflows
r = discount rate
o, )
0=NPV =3} — Gy only investments with IRR
Method 3 “ (1+IRR) nly
where: blgger than WACC* should
C; = Net cash inflow during the period t be considered.
Cy = Total initial investment costs *WACC = weighted average cost of capital
W RisK 8 ITRR = The internal rate of return

7 T) o To et o o Pt e B B i 000. All rights reserved.
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Now, this is something that | still don't see enough in many organizations that when we talk about you
need to request a budget for implementing a new control, there are techniques that exist. And those who
have a curriculum in project management know this. Here are three techniques as a quick reminder
because that's very basic. You need to give, for example, using the concept of rate of return. What is it?
Well, you can take what is the potential loss that you have after and before treatment? And of course,
you have to show that you reduce the potential loss by so many percent. So, this is the first one.

The second one is NPV, net present value. So, what is a net present value? Okay, so in short, this is the
difference between the present value of future cash flow coming in (income), and the present value of
future cash flow coming out (expenses) for a defined period. This is very useful because it basically
compensates, you know, the limitations of the first method, right?

Another aspect to consider is the method three. It's to basically consider that you need to look at an
internal rate of returns that should be bigger than the WACC, which is the weighted average cost of capital.
So, what are we talking here about? Well, let's say | have a hundred dollars that | need to invest. | can
invest it in a project, or | can put it in the bank that might give me a return of X percent. Or | put on the
financial market that will give me a return of X percent. So, this X percent is what we call the WACC. It
means basically that any project or an investment you consider should have a rate of profitability that
should be higher than that the internal... the WACC. So, the internal rate of return of the project should
be higher than the WACC.
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7  Capital budgeting and investment planning to analyze the 6
profitability of a projected investment or project. G31000
= Simple
Method1 RR  Rateshouidbe & Bl emeibory

= Only valid between 2 dates
= Cannot compare projects

Method 2 only investments = Profitability for multiple years
NPV with positive NPV = Accounts for time value of money and uncertainties
value_; sh?juld be = Many assumptions
EXBICRIG: = Not good for long period
= Cannot compare projects
= Profitability for multiple years
IRR only investments = Accounts for time value of money and uncertainties
Method 3 with IRR bigger = Can compare projects
than WACC should = Many assumptions
be considered. = Not good for long period
= (Cash flow reinvested at the IRR (WACC would be better)
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So just a quick reminder, the first method is very simple. And that's also inconvenient, you know, it's very
basic also. And it's only valid for two dates. It is quite punctual. And you cannot use it to compare two
projects. When a manager's making a decision, project A or project B, which one to take? | cannot use the
rate of return method. It's better to use NPV. So, if NPV is positive, basically it will tell me, “Okay, this
project is profitable.” And you can look at profitability for multiple years. And basically, it looks at the time
value of money that future income will give you, at the moment when you are going to take a decision.

Inconvenience, because there are also inconveniences. You make many assumptions, not only about
future income, which are quite uncertain, but also about future expenditure. And you don't know what
the future will serve you, so it might not be good for a long period. And you cannot, of course... well, you
cannot compare projects, you can only say that a project is profitable or not. That's it.

Now, if you want something more advanced, of course you need to use the internal rate of return. What
is it? It's a metric to basically use for capital budgeting, to estimate the profitability of a project or an
investment. So, in fact, the internal rate of return is a discount rate that makes NPV, the net present value,
for a particular project... for all cash flow linked to a project or investment equal to zero. Maybe this is too
complicated, well, but really, you know, make some inquiries because these are the three basic methods
for capital budgeting.
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Controls affect performance G31000

3.8
control
measure that maintains and/or modifies risk (3.1)

Note 1 to entry: Controls include, but are not limited to, any process, policy, device, practice, or other conditions
and/or actions which maintain and/or modify risk.

Note 2 to entr)}: Controls may not always exert the intended or assumed modifying effect.

#RAN2022| 60
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Number eight takeaway: controls affect performance. And that's what is also clearly mentioned in 1ISO
31000. Controls may not always exert the intended or assume modifying effect.
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Benefits of Risk Management G31000

Improve overall management

% Reliable basis for decision-making
% Encourage proactive management
% Increase likelihood of objectives
9 Assess and treat/respond to risks
6 Identification of opportunities and threats e |

mprove controls to be effective and efficie

mpetitive advantage

9 Improve performance
S Effective allocation of resources
% Improve operational effectiveness and efficiency

b
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So, what are we talking about here? Remember what | mentioned to you about the benefits of risk
management? Improve controls so that they are effective and efficient. Basically, you will always need to
see whether the control makes sense, whether it is there to achieve particular objectives that you want
to control in brackets, with the most, the best allocation of resources. That's basically the idea behind this.
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New controls L)

modify existing risk and G31000
create new risks

Risk treatments, even if carefully designed and implemented might not produce the expected outcomes
and could produce/umntended consequences\Momtormg and review need to be an integral part of the
risk treatment implememaﬁcngive assurance that the different forms of treatment become and
remain effective.

Risk treatment can also introduca[;leew riské}that need to be managed.

S

SLIDE 62 (42:34)

Copyright © 2010-2022 Global Risk Institute G31000. All rights reserved

So, another aspect is about new controls also. Modify existing risk or even create new risks. So again, it's
clearly mentioned in ISO 31000. It has a risk treatment might have produced unintended consequences.
So unintended consequences might modify existing risks or create new risks.
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G31000
Risk treatment

Introduction of new risks - unintended consequences

® Failure or ineffectiveness of (existing) risk treatment measures
can give rise to significant risk:
= new secondary risks

9% Therefore:
« monitor risk treatment measures

« secondary risks to be incorporated in treatment plan:
= assessed, treated, monitored and reviewed
= incorporated in same treatment plan as original risk

® Treatment plans should be integrated into the management
plans and processes of the organization, including daily

operations.
.-‘sﬁz» MM‘N‘-‘M Copyright © 2010-2022 Global Risk Institute G31000. All rights reserved.
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And here is basically the idea behind that you need to look at... what basically a new risk might be created.
For example, you are dealing with the risk of fraud. You are putting in the IT system, forcing everyone
using the computer to change the password, let's say, every two weeks. It became a burden. So, what are
people going to do if they need to change their password every two weeks? The IT department imposed
a new control, and you must change it, right? You are going to use a Post It and put it in your screen
laptop, for example. So, you basically increased the risk of your laptop to be hacked because the password,
you know, you have been putting somewhere where you want to remember. So, remember the right
balance between control and performance. And also, control might create new risks or modify existing
risks.

Page 61 of 74



S

G31000

masrimisons RAVW2022 - 10 practical recommendations for an efficient risk management program
Transcript of the presentation — 17*" October 2022

S

Get adequate training G31000

ML SIS N ST U LS S P WU s vy

— information and knowledge management systems;

<~ — professional development and training needs.

The organization should consider the capabilities of, and constraints on, existing resources.
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The last one will be adequate training. Still, | see many people who become risk managers or head of risks,
or in charge of managing risk in the organization because they have a background in health and safety or
project or insurance, but still do not get proper adequate training. Don't get me wrong, | think today there
is no excuse. There is an international standard for risk management. You can read it by yourself of course,
but if you want to have in-depth knowledge, get adequate training.
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Public presentation on the revision of
G31000

ISO 31000 risk management standard
the Glotel Matiorm for 130 3900

Why getting your ISO 31000
certification with us...
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So why get certified with us?
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Relations between G31000 and ISO G31000

/B v'Specialized risks in ISO standards

ISO

e v Philosophy of ISO 31000 standard

vIncluding risk and risk management : a new ISO
requirements for ISO management systems

v'Risk-based Integration of multiple ISO
Management System Standards : the ISO
Handbook

- ;’H‘ m - mj Copyright © 2010-2022 Global Risk Institute G31000. All rights reserved
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Well, we have been there since 2012. It is already ten years and our course are in multiple languages. ISO
is a very strong basis on which you can basically recommend things linked to risk management. And that
will make your program more credible. And credible means effective and efficient, as we say.
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ISO 31000 Certification Training G31000

v Created in 2012

v' 2,500+ certification

v 150+ approved/certified Trainers, worldwide

v Courses in 7 languages

- Link : http://G31000.org/training/

H#RAW2022| 67

Copyright © 2010-2022 Global Risk Institute G31000. All rights reserved

SLIDE 67 (45:17)

So, we have a large network of trainers worldwide. Our courses are in English, French, Spanish, Italian,
Dutch, Russian, and Portuguese. So, seven languages. If you want to plan when and look at what our
courses are, have a look at the website...
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631000 Structure for personnal certification G300

CTI 31000
- Certified ISO 31000
Lead Implementors
G31000 Risk B 7 Y
Maturity Model CT:1000
Certified 1ISO 31000 Lead Trainers )
Option :
Training on
] ISO 31010

Techniques

AWARE:1000

Online 1 hour course raising awareness on SO 31000 p

SLIDE 68 (45:39)
and here is the structure of the courses.

With foundation, you become certified ISO 31000. So, if you want to become a trainer, you could basically
take a different exam and we can go for validation to be certified trainer. And now we have an advanced
course for Lead Assessors because we have developed a risk maturity model, which is a very strong base

on which you can assess a risk management program. And of course, options for ISO 31000 on techniques
for risk assessment.
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Global Institute for Risk Management Standards
Worldwide network of 6362

certified risk professionals via

Network of 156
Approved/Certified trainers
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The network is quite large, not only with trainers, but also risk professional. Many organizations have
basically been trained through us.
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And our network is growing and that is the future chapters that we will put in place. And here are the key

contact points, you know, on different regional courses.
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Training session conducted, worldwide :

# sessions : 178

# countries : 34

List of cities covered : New York, Chicago, Los
Angeles, Denver, Washington, West Palm Beach,
Toronto, Brussels, Paris, London, Nice, Lagos,
Johannesburg, Cape Town, Madrid, Barcelona,
Milano, Geneve, Amsterdam, Dubai, Riyadh, Macau,
Shanghai, Singapore, Sydney, Lima, Bogota, Cairo.

“Plan your training” survey:
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Courses, we have conducted many worldwide. And you can plan even your survey, sharing with us when
and where you would like basically to be proposed such a training. Take this link to the survey. (as per
today 17*" October 2022, it is currently not working. We will reactivate it shortly).

Page 69 of 74



S

G31000

Ths Globel Fltform or 15031000

Transcript of the presentation — 17" October 2022

RAW2022 - 10 practical recommendations for an efficient risk management program

10

AsroFAoT

Qg
ENOC

= e
T
su// /)
==
PN Banete

Avcstoravmal

CGU ey

(o]

@e€skom EY

2 TR e e

Crowe Horvweath

BILLE MELINDA
CIATES fonnde

Companies We Trained

&P o
Emirates =

S

G31000

P mmmm red

Our

50 31000 cartifiod and trainars in

='4

Emlrates

Electr. Al ureex Bespnnl
. TR c I
... oche ?ﬂﬂ

< l
cIQuisl 3"
= ENOC \}.obhdmmhhﬂ

@ = e Qe Duerves The Hest c(:salal
GRER now onsen) [N SR Cpummn
2%
. () : e
5 o ProRai
E/,‘Q{ omues B L) FeRail Lo
cch
s " “s
@ 0 w2 pee
.- - B SANOFI ;
INANSNET *:%® s
.f.\‘.[.‘& r delstra URALKALI®  semco Jwgsam  [eserved i
RALKA

tho Middle East gy

Awu/\x)n_u.._w
A5 =

CTH—‘/\_)

SLIDE 72 (46:51)

Many companies have been trained with us, so I'm very proud that we have reached now close to 900
different companies. It's quite amazing. And among them, the major ones. You can see it here.
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Have a look at the website. Here are the upcoming courses.
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And don't forget, you know, this International ISO 31000 risk management certification will give you
credibility and a good in-depth knowledge of the content of ISO 31000.
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10 practical recommendations for an efficient risk management programme 1G31000
I
1 Link risk with objectives 6 Level of risk or cost of risk ?
2  Conflicting objectives 7 Present treatment as an investment
3  Multiple consequences g Controls affect performance
. o Controls create new risks and
4  1urn threats into opportunities 9 . SRR
modify existing risk
S Everyoneis arisk owner 10 Get adequate training
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So, thank you for listening to this session. Here is a quick reminder of the ten recommendations that | was
going through. You can replay this video. And if you are comfortable with the concepts I've presented
here, you are quite suitable, you know, basically to join our training and get your ISO 31000 certification.
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So, thank you for your participation and see you soon at one of our events! Thank you. Bye.

Page 74 of 74



